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Introduction
The Internet provides access to vast amounts of information in the form of texts, images, sounds and
video material. Through it, users may have access to libraries, websites, museums and government
sites which may provide a rich and stimulating source of learning material.

The school will allow supervised access to the Internet for its pupils.

The Internet in School

We recognise that the internet is a valuable resource that can enhance and enrich the learning
opportunities for pupils and staff. However, the publication of material on the Internet is not currently
rigorously controlled by any one regulatory body and it is therefore a source of uncensored
information. This means that potentially, any child or adult user of the internet may encounter material
that is inappropriate, distressing or misleading e.g. fraudulent, racist, pornographic, or over explicit in
its nature.

At Thorn Grove, we are aware of these issues, but consider the advantages of using the internet to
outweigh the disadvantages. It is hoped that, as we educate our children in responsible and
discriminating use of the Internet in school, this will set a standard and guidelines for its use in other
contexts. Children may have access to the internet both at home and within the community and at
Thorn Grove we recognise that we work in partnership with parents and families, who also have a
responsibility for educating children in this area.

We use Exa as our Internet Service Provider (ISP), and they use the ’SurfProtect’ filtering tool to
identify, block and restrict web categories detailed by the UK Safer Internet Centre.This system allows
flexibility to build on the default settings to produce a more secure bespoke profile that can be tailored
to meet the school’s needs. This will allow the school to build an extremely stringent policy for internet
security and safety, but unfortunately (as is the nature of the systems) no filtering tool has the ability to
provide full comprehensive coverage and some content that may be deemed inappropriate may still be
accessed. This is why the teaching and supervision of appropriate online use is vital in our setting.

The Internet and the use of online content in the curriculum
Class teachers will be encouraged to use engaging materials from all sources, including the internet,
and are responsible for carefully planning internet usage into their teaching activities. It is essential
that all online content be watched and checked prior to use and exposure to the pupils or other staff. It
is also expected that appropriate records are kept of suitable websites or sources of information and
these checked prior to use.

Subject co-ordinators will be encouraged to find suitable websites for their subject area, check content
and pass this information on to other staff.

The computing co-ordinator will be responsible for assisting staff to develop their own research skills
including the effective, legal and safe use of information retrieved.

Website/ Google Classroom Safety
Children will be encouraged to explore websites that their teachers have identified as suitable sources
for learning (see above guidance). The children will agree not to purposely attempt to access
unsuitable or inappropriate content and will understand that sanctions will be given if this occurs.

The school has developed its own website and learning platform (Google Classroom). The
Headteacher has overall responsibility for the material published in these areas and teachers will
upload content from trusted sources using the school email address and logins as a way to ensure
security of access. Parental permission will be obtained from parents before their child’s image is
published on the website at the beginning of their time in school.

Children will have access to Google classroom and will login to the site using unique passwords and
email addresses. The email addresses are protected within the school domain and do not allow
communication with public users outside this domain.
All children and adult users will be encouraged to check that all files are safe, secure and do not
represent a threat to networks and security prior to downloading. The best practice in this case is to
check with the School Business Manager before any files from external sources are downloaded onto
school computing hardware.



Managing Email and email safety
Each child in school will have their own email address which will give them access to Google
Classroom and Google Education Suite. They will be taught how to use email responsibly and safely
in lessons. Children will be taught not to reveal any personal information, either their own or others,
over the Internet. This includes, but is not exclusive to, names, addresses, phone numbers or
agreeing to meet someone without parental consent.

Emails may carry attached files and documents. Potentially, these may carry viruses. The children
will be taught not to open emails unless they know who has sent them and anti-virus software is
installed.

Children will also inform supervising staff if they are uncomfortable about any messages or material
they encounter when using the Internet. Staff will then inform the School Business Manager who will
arrange to have the site blocked, the email traced or report to other regulatory bodies if it is deemed
appropriate. A record will be kept of any such incidents by the School Business Manager.

Acceptable Use
All adults and children are expected to use the software and hardware systems linked with school in a
responsible manner. It is not possible to set a fully comprehensive and specific rules about what is
individually unacceptable but the following list provides guidelines on the appropriate use:

Etiquette and Privacy

All users are expected to abide by the rules of online etiquette. These rules include, but are not limited
to, the following:
1. Be polite – never send or encourage others to send abusive messages
2. Use appropriate language – users should remember that they are representatives of the

school on a global public system
3. Do not engage in any action that may contravene any laws - illegal activities of any kind

are strictly forbidden.
3. Monitor language use - Do not use language that could be calculated to incite hatred against

any ethnic, religious or other minority group.
4. Ensure privacy of information – do not reveal any personal information (e.g. home address,

telephone number) about yourself or other users. Do not trespass into other users' files or
folders without permission. Use encrypted software and hardware to protect the data and
information being used.

5. Ensure Password Security– do not reveal your password to anyone. If you think someone
has obtained your password then contact the School Business Manager.

6. Understand School Electronic mail scrutiny – School email is not guaranteed to be private.
Messages relating to, or in support of, illegal activities will be reported to the authorities.

7. Protect against disruption of work and use – do not engage in any activities that would
disrupt the use of the school systems by others.

8. Do not access Social Media Sites on school devices- Pupils and staff will not be allowed to
access social media sites on school computing devices and adults may only access sites on
personal devices in specific areas in school.

9. Report Concerns - Staff or students finding unsuitable content whilst using devices in school
should report the details to the Computing Subject Leader as soon as possible.

10. Protect the security of the School network - Do not download files, introduce CD’s or ‘pen
drives’ into the network without having them thoroughly checked for viruses. Google Drive is
the preferred environment for saving, downloading and sharing files and work.

11. Do not attempt to visit websites that are considered inappropriate - Such sites would
include those relating to any illegal activity or contain content that may compromise the safety
of the individuals involved. All online activity will be logged by the ISP and evidence of
downloading material considered to be illegal may cause the police or other authorities to be
called to investigate such actions.

13. Checking of files and software – The Computing Subject Leader and School Business
Manager will regularly check the files and programmes stored on the school network for
suitability.

14. Responsibility for use - It is the responsibility of the User (where appropriate) to take all
reasonable steps to ensure compliance with the conditions set out in this policy document,
and to ensure that unacceptable use of the internet/Intranet does not occur.



Unacceptable Use

Examples of unacceptable use include, but are not limited to, the following:
● Purposely accessing, creating, transmitting, displaying or publishing any material (e.g. images,

sounds or data) that is likely to cause offence, inconvenience or needless anxiety. (The LEA
have filters in place restrict potentially risky content, but as discussed previously, these are not
‘water-tight’ and some accidental exposure to content may occur)

● Accessing or creating, transmitting or publishing any defamatory material.
● Receiving, sending or publishing material that violates copyright law. This includes through

Video Conferencing and Web Broadcasting.
● Receiving, sending or publishing material that violates the Data Protection Act or breaches the

security this act requires for personal data.
● Transmitting unsolicited material to other users (including those on other networks).
● Unauthorised access to data and resources on the school network system or other systems.
● User action that would cause corruption or destruction of other users’ data, or violate the

privacy of other users, or intentionally waste time or resources on the network or elsewhere.

Additional guidelines
● It is the responsibility of all users to fully comply with the acceptable use policy of any other

networks or online areas that they access.
● Users must not download software without approval from the Computing Subject Leader.

Safeguarding:
All concerns about the welfare and safety of children and adults should be treated with a high level of
urgency and the pathway for reporting these issues in the Safeguarding Policy should be followed and
supersede any reporting to the Computing Subject Leader or School Business Manager outlined
above.



Appendix A : Staff Code of Conduct for Computing and use
of related equipment.
Staff Code of Conduct for all Computing related equipment (including visitors to the School)

The purpose of the code of conduct is to: provide guidance about safer working practice; help keep
personal and private information separate; keep adults and children safe when using electronic media;
and adopt responsible behaviour that should prevent staff putting themselves and their career at risk.

This document refers to professional working relationships with colleagues, children, young people,
parents /carers, other adults and volunteers.

As a member of staff at Thorn Grove Primary School I will not:

o Give personal details or information to children/young people. This includes mobile phone
numbers, details of blogs, details of personal websites, social networking accounts,
passwords, PIN numbers and log-in details

o Give my passwords and Log In details to anyone
o Use my personal mobile phone to communicate with children/young people except in genuine

emergencies
o Make available personal details or information on a social network site with children/young

people. It is important to be aware that applying appropriate privacy settings and carefully
selecting group membership is a responsible action that can assist good practice in this
specific area

o Add/allow a child/young person to join my contacts/friends list
o Use the internet or web-based communication to send messages to children/young people

unless it is part of a controlled supervised in-school activity.
o Use my personal e-mail address in any communication with children and young people
o Tick the ‘remember me’ box when using password protected internet sites in school
o Retain pupil/family contact details for personal use (dispose of these securely and swiftly after

use)
o Produce, store or retain images of children and young people on any personal device, or for

personal use.
o Only produce or store images of children and young people if appropriate permission has

been sought
o Use school information systems for private purposes without the permission of the

Headteacher or School Business Manager
o Install any additional hardware or software without the permission of the Headteacher or

School Business Manager
o Upload or download inappropriate or illegal material, nor assist children, young people and

other adults in this process

I Will:
o Only use my mobile phone in line with school policy during directed time.
o In the extreme cases where I have no other choice but to use my mobile phone to contact

parents, carers and volunteers, anonymise my mobile phone number (best practice is to use a
school mobile phone or official and secure email accounts)

o Maintain bluetooth integrity in around school and at school events
o Use passwords to protect, switch off and lock my technology when it is not in use
o Ensure that all written communications are compatible with my professional role
o Remember that on-line conversations are written documents and should be treated as such
o Store images of children/young people in the secure network space specified by the school

and only use school equipment and devices to take pictures.
o Not use a personal camera or a mobile phone to take pictures of children or young people
o Remove any contact details of children/young people /parents/carers/volunteers from a mobile

device once the activity is complete. This includes school equipment and my personal mobile
if permission for its use has been granted

o Respect copyright and intellectual property rights
o Ensure that a recognised and up-to-date anti-virus product is operating on any computer used

when working through the Remote Access portal (Authorised by the School and ISP)
o Ensure that any personal device used to work remotely is protected by a firewall at all times

when it is connected to the internet.
o Ensure that the a robust and secure password (in accordance with the LA guidance) be used

when working remotely

I will consult the Headteacher if:



o I have an existing social relationship with a child/young person/parent/carer / volunteer outside
school which leads me to communicate with them using technology

o I have an existing social relationship with a child/young person/parent/carer/ volunteer outside
school which leads me to play on-line games with them

I understand the advice listed below:

Thorn Grove Primary School recommends that you:

o Set your privacy settings at a maximum for any social network site/image storage site etc.
o Make sure that any personal information that is publicly available is accurate and appropriate

to your professional role
o Are mindful about how you present yourself when you are publishing information about

yourself, accessing content or having interacting with others on-line
o Assume that any information that you post is publicly available

Additional Requirements:

Please tick

□ I am aware that I must not behave in a way that could suggest that I am trying to develop a
personal relationship with a child known to me through my professional role

□ I have read the E-Safety Safer Working Practice Guidelines produced by Stockport
Safeguarding Children Board

□ I will report any incidents and concerns of a breach of E-safety regarding children/young
people to the Designated Safeguarding Lead in school

□ I am aware that some activities I undertake within my private life, using technology, may have
the potential to bring the profession/establishment into disrepute

□ I understand that the Headteacher may ask to view my school equipment at any time

□ I have read and understand the above Code of Conduct



Appendix B : Learner Acceptable Use Agreement Template
– for KS2

Acceptable Use Agreement

When I use devices I must behave responsibly to help keep me and other users safe online and to
look after the devices.

For my own personal safety:

● I understand that what I do online will be supervised and monitored and that I may not be
allowed to use devices in school unless I follow these rules and use them responsibly

● I will only visit internet sites that adults have told me are safe to visit
● I will keep my username and password safe and secure and not share it with anyone else
● I will be aware of “stranger danger” when I am online
● I will not share personal information about myself or others when online
● If I arrange to meet people off-line that I have communicated with online, I will do so in a public

place and take a trusted adult with me
● I will immediately tell an adult if I see anything that makes me feel uncomfortable when I see it

online.

I will look after the devices I use, so that the school and everyone there can be safe:

● I will handle all the devices carefully and only use them if I have permission.
● I will not try to alter the settings on any devices or try to install any software or programmes.
● I will tell an adult if a device is damaged or if anything else goes wrong.
● I will only use the devices to do things that I am allowed to do.

I will think about how my behaviour online might affect other people:

● When online, I will act as I expect others to act toward me.
● I will not copy anyone else’s work or files without their permission.
● I will be polite and responsible when I communicate with others and I appreciate that others

may have different opinions to me.
● I will not take or share images of anyone without their permission.

I know that there are other rules that I need to follow:

● I will only use my own personal devices (mobile phones/USB devices etc.) in the school if I
have permission (schools should amend this section in the light of their mobile devices
policies). If I am allowed, I still have to follow all the other school rules if I use them.

● I will only use social media sites with permission and at the times that are allowed (schools
should amend this section to take account of their policy on access to social media).

● Where work is protected by copyright, I will not try to download copies (including music and
videos).

● When I am using the internet to find information, I should take care to check that the
information is accurate, as I understand that the work of others may not be truthful and may be
a deliberate attempt to mislead me.

● I should have permission if I use the original work of others in my own work.

I understand that I am responsible for my actions, both in and out of school:

● I know that I am expected to follow these rules in school and that I should behave in the same
way when out of school as well.

● I understand that if I do not follow these rules, I may be subject to disciplinary action. This
could include (schools should amend this section to provide relevant sanctions as per their



behaviour policies) loss of access to the school network/internet, detentions, suspensions,
parents/carers contacted and in the event of illegal activities involvement of the police.

Learner Acceptable Use Agreement Form

Please complete the sections below to show that you have read, understood and agree to the rules
included in the acceptable use agreement. If you do not sign and return this agreement, access will
not be granted to school systems. (Schools will need to decide if they require learners to sign, or
whether they wish to simply make them aware through education programmes/awareness raising).

I have read and understand the above and agree to follow these guidelines when:

● I use the school systems and devices (both in and out of school)
● I use my own devices in the school (when allowed) e.g. mobile phones, gaming devices USB

devices, cameras etc.
● I am out of school and involved in any online behaviour that might affect the school or other

members of the school.

Name of Learner: Group/Class:

Signed: Date:



Appendix C: Student/Pupil Acceptable Use Policy
Agreement Template – for younger pupils (Foundation/KS1)

This is how we stay safe when we use computers:
● I will ask a teacher or suitable adult if I want to use the

computers/tablets
● I will only use activities that a teacher or suitable adult has told or

allowed me to use
● I will take care of computers/tablets and other equipment
● I will ask for help from a teacher or suitable adult if I am not sure what to

do or if I think I have done something wrong
● I will tell a teacher or suitable adult if I see something that upsets me on

the screen
● I know that if I break the rules I might not be allowed to use a

computer/tablet

Childs name:

Signed (parent):

I have read and explained the above to my child.



Appendix D: Online Safety Rules
These Online Rules help to protect students and the school by describing acceptable and
unacceptable computer use.

● The school owns the computer network and can set rules for its use

● It is a criminal offence to use a computer or network for a purpose not permitted by the school.

● Irresponsible use may result in the loss of network or Internet access.

● Network access must be made via the user’s authorised account and password, which must

not be given to any other person.

● All network and Internet use must be appropriate to education.

● Copyright and intellectual property rights must be respected.

● Messages shall be written carefully and politely, particularly as email could be forwarded to

unintended readers.

● Anonymous messages and chain letters are not permitted

● Users must take care not to reveal personal information through email, personal publishing,

blogs or messaging.

● The school computing systems may not be used for private purposes, unless the head teacher

has given specific permission.

● Use for personal financial gain, gambling, political activity, advertising or illegal purpose is not

permitted.

The school will exercise its right to monitor the use of the school’s computer systems, including access
to web-sites, the interception of e-mail and the deletion of inappropriate materials where it believes
unauthorised use of the school’s computer system may be taking place, or the system may be being
used for criminal purposes or for storing unauthorised or unlawful text, imagery or sound.


